
ZENPRISE® SECURITY MANAGER �

Enforce Compliance, Mitigate Risk 
Zenprise Security Manager provides a mobile device 
auditor feature to help you enforce compliance 
of corporate policies through real-time device 
introspection. Ensure that all smartphones are running 
only the latest software patches and firmware. Protect 
working mobile assets and prevent security breaches 
by validating that only company-approved applications 
and functions are available to your smartphone users. 
By upholding policies, enforcing passwords, enabling 
content encryption, and disabling Bluetooth or camera 
features, you can mitigate risk and protect your 
company from non-compliance penalties.

Automated Alerts And Reporting 
Zenprise sends detailed real-time notifications of 
potential security anomalies. For example, IT receives 
instant notifications when non-compliant smartphones 
are accessing the network, thereby enabling your team 
to remedy a potential security problem without delay. 
Zenprise also helps you document compliance issues. 
With historical reports, you can spot trends in overall 
device-level compliance so your teams can collaborate 
to achieve risk-free enterprise mobility.

Remote Wipe And Lock 
When smartphones are MIA, Zenprise gives you 
the ability to respond proactively to avert potential 
corporate data breaches. Support teams can remotely 
wipe smartphones clean of corporate data and lock-
down devices to prohibit unauthorized use. With 
Zenprise, the process is quick and easy.

SAFEGUARD your Company with  
Mobile Security & Compliance
Companies are deploying more smartphones every year to meet the growing demand for 
mobile access to applications, services and data. It’s a perfect storm that can threaten 
corporate security and compliance and take a bite out of bottom line profits. Because 
Security Manager seamlessly extends the Zenprise MobileManager™ platform, you have 
the power to maintain 100% compliance with corporate security policies across your  
enterprise infrastructure, devices and applications.

View users who have 
not set a password 
for their device.

Zenprise exposes rogue or non-
approved consumer applications 
in your mobile environment.



Security Manager in Action Benefits for Your Mobile Enterprise

Corporate Policy Compliance •	Track device settings and configurations for policy and security management 

•	Track consumer-owned devices that are accessing the network 

•	 Identify phones without passwords 

•	Set content encryption, disable cameras and Bluetooth functionality on smartphones 

•	Verify compliance with corporate security policies

Security Vulnerabilities •	 Identify devices that are running non-approved consumer applications 

•	 Identify devices that have spyware/malware installed 

•	 Isolate devices running non-secure firmware versions 

Real-time Security Alerts •	Receive real-time notifications when a device has a potential security vulnerability

Remote Wipe & Lock •	Prevent sensitive information from falling into the wrong hands by remotely wiping  
a lost device 

•	Prevent identity theft, and loss of corporate trade secrets by locking a misplaced or  
stolen device 

Zenprise® SECURITY Manager Features at a Glance 
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