ZENPRISE® SECURITY MANAGER

SAFEGUARD YOUR COMPANY WITH
MOBILE SECURITY & COMPLIANCE

Companies are deploying more smartphones every year to meet the growing demand for
mobile access to applications, services and data. It's a perfect storm that can threaten
corporate security and compliance and take a bite out of bottom line profits. Because
Security Manager seamlessly extends the Zenprise MobileManager™ platform, you have
the power to maintain 100% compliance with corporate security policies across your
enterprise infrastructure, devices and applications.
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ENFORCE COMPLIANCE, MITIGATE RISK

Zenprise Security Manager provides a mobile device
auditor feature to help you enforce compliance

of corporate policies through real-time device
introspection. Ensure that all smartphones are running
only the latest software patches and firmware. Protect
working mobile assets and prevent security breaches
by validating that only company-approved applications
and functions are available to your smartphone users.
By upholding policies, enforcing passwords, enabling
content encryption, and disabling Bluetooth or camera
features, you can mitigate risk and protect your
company from non-compliance penalties.

AUTOMATED ALERTS AND REPORTING

Zenprise sends detailed real-time notifications of
potential security anomalies. For example, IT receives
instant notifications when non-compliant smartphones
are accessing the network, thereby enabling your team
to remedy a potential security problem without delay.
Zenprise also helps you document compliance issues.
With historical reports, you can spot trends in overall
device-level compliance so your teams can collaborate
to achieve risk-free enterprise mobility.

REMOTE WIPE AND LOCK

When smartphones are MIA, Zenprise gives you

the ability to respond proactively to avert potential
corporate data breaches. Support teams can remotely
wipe smartphones clean of corporate data and lock-
down devices to prohibit unauthorized use. With
Zenprise, the process is quick and easy.

Zenprise exposes rogue or non-
approved consumer applications
in your mobile environment.
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Mike.Bowlin@zenprise.com Sales 8325771497 204pCEH0S Yerizon 10/5/2009513.08  Applied
Ab Successfully

PatMckKimmie@zenprise com 14083489623 2124874F anon ATET Ai25/2008 756:50  Applied
AM successiully

Sammie Walker@zenprise.com 14084101623 249FFE17 9000 ATET 1006/2009 9:04:34  Applied
Ab Successfully

Timothy Throop@zenprise com Sales 13128068150  24A75213 anon ATET 1M6/2009 6:01:82  Applied
Ab Successiully

Abby.Callahan@zenprise. com BYI5996 Sales 13068081010 ED583006 2100 Metwork 9/4/2009 5:05:41 Applied
Undefinad Al Successfully

Alessia PoMiiio@zenprise.com 4011763 Sales 13068081011 ED&G83007 8100 Metwork /4/2009 5:10:36 Applied
Undefined  FM Successfully

Andrev.Nemelka@zenprise.com 846362 Sales 13068081012  E0583008 8100 Metwork /4/2009 5:15:34 Applied
Undefined PM Successiully

Anthony.Hutehinson@eenprise.c 5818321 Sales 13068081013 ED583009 2100 Metwork 9/4/2009 5:20:40 Applied
o Undefined PM Successfully

Betty Mandras@zenprise com 4363093 Sales 13068081014 E0583010 a100 Metwork 4/4/2009 5:30:52 Applied
Undefined  PM Successiully

ZENPRISE® SECURITY MANAGER FEATURES AT A GLANCE

SECURITY MANAGER IN ACTION BENEFITS FOR YOUR MOBILE ENTERPRISE

Corporate Policy Compliance

Track device settings and configurations for policy and security management
Track consumer-owned devices that are accessing the network

Identify phones without passwords

Set content encryption, disable cameras and Bluetooth functionality on smartphones

Verify compliance with corporate security policies

Security Vulnerabilities ¢ |dentify devices that are running non-approved consumer applications
e |dentify devices that have spyware/malware installed
e |solate devices running non-secure firmware versions
Real-time Security Alerts e Receive real-time notifications when a device has a potential security vulnerability

Remote Wipe & Lock

Prevent sensitive information from falling into the wrong hands by remotely wiping

a lost device

Prevent identity theft, and loss of corporate trade secrets by locking a misplaced or

stolen device
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